
 
 

MONEY LAUNDERING 
 

Former Panamanian leader Manuel Noriega was 
sentenced to seven years in jail on 6th July 2010 
after a French court found him guilty of laundering 
€2.3m (£1.9m) worth of drug profits during his time 
in power. The United Nations International Drug 
Control Programme (UNDCP) estimates that illegal 
drug trade generates around $400 billion per 
annum, almost double the revenue of the global 
pharmaceutical industry or about ten times the sum 
of all official development assistance. Riding the 
wave of liberalization and globalization, organized 
crime groups and pioneering individuals are 
capitalizing on privatization, open borders, online 
banking, lax regulation and offshore accounts to 
launder millions of dollars of illegal money every 
day. 

WHAT IS MONEY LAUNDERING? 
 
Money laundering is the practice of exploiting 
financial institutions to conceal the identity, source 
and destination of money that has been acquired 
by illegal means. It is generally done in respect of 
large-scale fraud since smaller-scale criminals 
generally deal in cash. In the past, the term ‘money 
laundering’ would only be applied to funds derived 
from organised crime but it has now been extended 
to cover areas such as tax evasion and false 
accounting. The main sources of illegal proceeds 
remain drug trafficking and financial crimes, 
according to Financial Action Task Force (FATF) 
analysts. Money launderers, in essence, differ very 
little from corporate money managers since they 
are managing risk and dealing with money as a 
commodity. Money laundering has become an even 
greater concern in recent years (particularly 
following the 9/11 attacks in the US) because of its 
increasing use to fund terrorism. 
 

International Dimension 
 
International movement is a hallmark of money 
laundering schemes with a Canadian report 
revealing that an international dimension is present 
in over 80% of cases. This is because the origins 

are more easily disguised and launderers can take 
advantage of the delays and inefficiencies arising 
out of factors such as language barriers and 
different criminal justice systems. In essence, they 
can find the weakest link in the global enforcement 
chain. As Tom Brown, head of the four-person anti-
money laundering unit of the International Criminal 
Police Organization, Interpol, states: "Money 
laundering can be done anywhere so criminals pick 
the countries where the laws are either non-existent 
or they are lax or the police efforts are not strong 
enough to catch them". 
 
Stages of the Laundering Process 
 
There are three stages to the money laundering 
process: 
 

 Placement: This involves getting the money 
into the global finance system by placing it 
in a financial institution or using it to 
purchase an asset.  

 Layering: This involves pushing the money 
through multiple transactions across a string 
of countries, using shell companies to 
facilitate the process. 

 Integration: This involves getting the money 
back to a place and form in which the crook 
can spend it. 

  
The risks are highest for the criminal at the 
placement stage so most policing efforts are 
targeted there.  
 
Targeted Institutions 
 

 Banks: These are obviously very exposed to 
the prospect of laundered money passing 
through their systems since they deal with 
millions of pounds and millions of 
transactions each day.  

 Non-bank financial institutions: Bureaux de 
change and life assurance companies are 
also popular, as well as engaging in stock 



and bonds. The latter is very attractive since 
it can be done electronically, it is less well-
supervised and there are vast numbers of 
transactions taking place every minute so 
the system is more easily exploited. The 
drawback to this comes at the placement 
stage since stock brokers do not deal in 
cash. 

 Non-financial institutions: These are also 
becoming increasingly popular. Cash-
intensive businesses such as car washes, 
restaurants and shops provide an effective 
cover for the placement of illicit proceeds 
since the laundered money can be 
commingled with the proceeds of the 
company. Unrealistic figures in a small-profit 
company and large fluctuations in deposits 
can arouse suspicion but regular, similar 
transactions will deflect it. Also, dealing 
directly with the public in cash gives a 
plausible reason for failing to provide 
customer records. This is the root of the 
mantra “know your customer” since it will be 
far easier to pick up on suspicious 
behaviour if you are familiar with their 
transaction history. Non-financial institutions 
that deal extensively in cash such as 
casinos are particularly vulnerable 
(particularly since they now offer a wide 
range of banking-type services), as are art 
dealers, auction houses and sellers of 
precious metal. A new concern comes in the 
form of charities since these are 
increasingly used by launderers to act as 
conduits for illicit funds – the UK and US are 
keeping a particular eye on Islamic charities 
following the 9/11 attacks. The insurance 
industry is also becoming increasingly 
attractive to money launderers. 

 

MONEY LAUNDERING TECHNIQUES 
 

 ‘Refining’: This is the process whereby the 
launderer converts smaller notes into larger 
ones before depositing it in an institution to 
quash suspicion 

 ‘Smurfing’: This is a very popular process in 
the US and involves structuring large 
transactions in a way that avoids triggering 
the system by parceling them into smaller 
ones to avoid detection. 

 ‘Gatekeepers’: Sometimes money 
laundering is facilitated by having an insider 
in the institution in which the transaction is 
taking place. Some of the most common 
tactics are abuse of the solicitor-client 

privilege by using solicitors' accounts for the 
placement or layering stages; creation of 
trusts; and tax advice where the launderer 
poses as an individual wanting to place their 
assets out of reach of tax liability.  

 Shell corporations: These are very popular 
vehicles for money laundering. A shell 
corporation or company is one which is 
legally incorporated and registered but 
generates no real business beyond financial 
transactions for the laundering process. A 
shell corporation must give the impression 
that funds are being legitimately acquired 
from abroad so there is usually an offshore 
company listed as a foreign one and 
invoices are manipulated. The ease with 
which this is done was unearthed by the 
Green Ice undercover operation where, 
posing as money launderers, a chain of 
leather goods stores was established.  

 Offshore companies: Places such as the 
Caribbean and Pacific islands have very 
stringent privacy laws, which makes it very 
difficult for outsiders to know who really 
controls a company or bank account and 
they may also have very lax regulation. For 
example, Nauru in the Pacific has only a 
few thousand inhabitants but 400 banks and 
is widely believed to act as a conduit for 
Russian mafia money. Although it is not 
only small islands that are exploited – many 
criminals prefer to work in larger cities 
where a vast amount of money is changing 
hands every minute, which makes dirty 
money easier to slip by unnoticed. Indeed, 
the $1.6bn looted from Nigeria by the family 
of the late dictator Sani Abacha was found 
in reputable banks in the UK and 
Switzerland, while Raul Salinas (brother of 
the ex-President of Mexico) stashed his 
proceeds in the world’s then largest banking 
group, Citibank. The increasingly 
sophisticated banking industry in the 
Cayman Islands has also become a major 
factor in the industry.  

 

TRACKING 

 
Tracking all of this is a tough business. With 
millions of transactions taking place daily, 
investigators rely on banks and other financial 
institutions to alert them via suspicious transaction 
reports (STRs). Information technology has 
progressed as money laundering techniques have 
become more sophisticated and there are now 



many software systems in place to detect unusual 
activity in bank accounts via name analysis, rule 
based systems, statistical and profiling engines, 
time sequence matching etc. In most developed 
countries, all transactions above a certain level 
have to be reported – this is what has elicited 
techniques such as smurfing. Thus, banks must 
now report anything that even looks suspicious – 
the days of anonymous accounts are, by and large, 
numbered. Additionally, much of the money thought 
to be used by terrorists comes from legitimate 
sources so there may not always be warning 
signals.  
 
Middle East 
 
The situation is exacerbated by the situation in the 
Middle East. Informal money transfer networks 
(called hawala in India, hundi in Pakistan and 
Afghanistan and chop in China) do not involve 
records that can be traced but rather tokens that 
are sent from one country to another telling a 
reliable associate to deliver a certain amount of 
money to its destination but the money never 
actually leaves the country of origin. The system 
relies on trust between brokers instead of paper 
records and third party guarantees.  
 
Anti-Money Laundering Legislation 
 
There is an increasing volume of anti-money 
laundering legislation in an attempt to combat the 
danger and disrupt criminal access to the finance 
system. The UK is part of an extensive international 
effort to meet such challenges and maintain the 
effectiveness of legislative provisions. The most 
important pieces of legislation in the UK are as 
follows: 

 Terrorism Act 2000 

 Anti-Terrorist Crime and Security Act 2001 

 Serious Organised Crime and Police Act 
2005 

 Money Laundering Regulations 2007 (SI 
2007/2157 – implementing EC money 
laundering Directive 2005/60/EC) 

 Bribery Act 2010 
 
The Law Society also now provides anti-money 
laundering training in an attempt to ameliorate the 
situation and there is a Joint Money Laundering 
Steering Group (JMLSG), comprising the leading 
UK Trade Associations in the Financial Services 
Industry and whose aim is to promulgate good 
practice in countering money laundering and to give 
practical assistance in interpreting the UK Money 
Laundering Regulations.  

 
There are questions as to whether anti-money 
laundering laws are an effective way of fighting 
crime, not least because the process costs billions 
of pounds every year and banks are forced to set 
up expensive monitoring systems to essentially spy 
on their customers. The banks are supposed to 
alert officers to unusual and suspicious activity but 
considering the millions of reports banks have to 
send every year, it is not always possible to sift 
through the haystacks of data to find needles of 
criminal activity. 
 
The Proceeds of Crime Act 2002 

 
The Proceeds of Crime Act (POCA) makes it easier 
to convict criminal suspects by codifying the various 
different pieces of legislation relating to serious 
crime - Drug Trafficking Act 1994, Criminal Justice 
Act 1993, Criminal Justice (Scotland) Act 1995 etc. 
Prior to this Act, prosecutors had to distinguish 
between the types of crime the money came from 
but the Act removed the need for this. Part 7 of 
POCA deals with money laundering. Section 327(1) 
identifies what constitutes money laundering (a 
person commits an offence if he conceals, 
disguises, converts or transfers criminal property or 
removes it from the UK unless he makes an 
authorised disclosure under s338). Section 330 is 
the most important section for solicitors etc since 
they too commit an offence if they:  

a) know/suspect or have reasonable grounds 
for suspecting that a client is engaged in 
money laundering 

b) if the information which gives rise to the 
above is acquired in the course of business 

c) they do not make an authorised disclosure 
as soon as practicable after the information 
comes to their attention (disclosure should 
be made to a nominated officer). 

 

Tipping off is also an offence under s333 and a 
person guilty of an offence under ss330-333 is 
liable:  

“(a) on summary conviction, to imprisonment for a 
term not exceeding six months or to a fine not 
exceeding the statutory maximum or to both, or  

(b) on conviction on indictment, to imprisonment for 
a term not exceeding five years or to a fine or to 
both” [s334(2)]. 

 
The penalties for an offence under ss327-329 are: 
 



“a) on summary conviction, to imprisonment for a 
term not exceeding six months or to a fine not 
exceeding the statutory maximum or to both, or  

(b) on conviction on indictment, to imprisonment for 
a term not exceeding 14 years or to a fine or to 
both” [s334(1)]. 

 
Serious Organised Crime Agency 

 
The Serious Organised Crime Agency (SOCA) 
tackles serious organised crime that harms the UK, 
dealing with matters from Class A drugs to human 
trafficking to money laundering. Its officers have the 
combined power of police, customs and 
immigration officers and work with similar agencies 
across the world.  It replaced the National Criminal 
Intelligence Service (NCIS) and was introduced by 
s1 Serious Organised Crime and Police Act 2005. 
 
Financial Services Authority 

 
The Financial Services Authority (FSA) has an 
important role to play in relation to money 
laundering - indeed, one of its founding goals was 
to reduce financial crime (ss2(2)(d) and 6 of the 
Financial Services and Markets Act 2000).  It has 
also handed down some large fines in relation to 
breaches of systems concerning money laundering. 
The FSA originally had a section in its Handbook 
dedicated to money laundering but after a review, 
this was repealed. 
 
Third EC Money Laundering Directive 
 
There is also a new (third) EC money laundering 
Directive (2005/60/EC), which repeals an earlier 
money laundering Directive (Directive 91/308/EEC). 
In the UK, the result has been the Money 
Laundering Regulations 2007 (SI 2007/2157). 
 
Money Laundering Regulations 2007 
 
These Regulations require firms to put preventative 
measures in place and provide more detailed 
obligations in relation to customer due diligence 
e.g. requirements for firms to undertake ongoing 
monitoring of business relationships and enhance it 
in higher risk situations etc. Most UK financial firms 
are covered by the Regulations (banks, building 
societies etc), as well as legal professionals, tax 
advisers, estate agents etc.  
 
 
 
 

Bribery Act 2010 

This Act reforms the criminal law to provide a new 
comprehensive system of bribery offences and will: 

 provide a more effective legal framework to 
combat bribery in the public or private 
sectors  

 replace the fragmented and complex 
offences at common law and in the 
Prevention of Corruption Acts 1889-1916  

 create two general offences covering the 
offering, promising or giving of an 
advantage, and requesting, agreeing to 
receive or accepting of an advantage  

 create a discrete offence of bribery of a 
foreign public official  

 create a new offence of failure by a 
commercial organisation to prevent a bribe 
being paid for or on its behalf (it will be a 
defence if the organisation has adequate 
procedures in place to prevent bribery)  

 require the Secretary of State to publish 
guidance about procedures that relevant 
commercial organisations can put in place 
to prevent bribery on their behalf  

 help tackle the threat that bribery poses to 
economic progress and development 
around the world. 

Conclusion 

Money laundering has become a problem of 
epidemic proportions; from October 2009 to the end 
of September 2010, the UK Financial Intelligence 
Unit received 240,582 Suspicious Activity Reports 
from both businesses and individuals, an increase 
of 11,748 cases over the previous year. 
 
The Money Laundering Regulations 2007 require 
“financial, accountancy, legal and other sectors to 
apply risk-based customer due diligence measures 
and to take other steps to prevent their services 
being used for money laundering or terrorist 
financing”. (The majority of businesses not directly 
engaged in handling third party funds may fall 
outwith the the Regulations). However, the due 
diligence measures introduced by these 
Regulations impose a day-to-day responsibility on 
individuals who are subject to the money 
laundering regulations to properly identify  clients 
and to assess, in money laundering terms, the work 
which the client wishes him or her to carry out. If 
that assessment indicates a risk of money 
laundering activity then this must be reported to the 
business’s Money Laundering Officer who, in turn, 



is required to report the matter as a suspicious 
activity to the UK Financial Intelligence Unit. Failure 
to report knowledge of, or suspicion of, money 
laundering activity is an offence in terms of Section 
330 of the Proceeds of Crime Act 2002 and, upon 
conviction, can result in imprisonment of up to a 
maximum period of 14 years and a fine or both. 
Therefore, it is imperative that individual 
professionals covered by the requirements are not 
only fully conversant with the regulations but also 
implement them in relation to each and every client.  
  
While all reasonable care has been taken in the 
preparation of this guide, no responsibility is 
accepted by MBM Commercial LLP for any errors it 
may contain, whether caused by negligence or 
otherwise, or for any loss, howsoever caused, 
occasioned to any person by reliance on it.  
Individual advice should be sought before 
considering any of the matters detailed in this 
guide. 
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