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 BACKGROUND 

The Data Protection Act 1998 (DPA) is an Act of the UK Parliament, which 

implemented Directive 95/46/EC (also known as the EU Data Protection 

Directive) in the UK. It introduced an extensive data protection regime by:  

  imposing broad obligations on those who collect personal 

data; and  

  conferring broad rights on individuals about whom data is 

collected.  

The DPA sets out the current data protection regime in the UK. Some of 

the most important concepts are as follows: 

 All obligations under the DPA currently fall on the data controller. 

Data controllers need to register with the Information 

Commissioner’s Office (ICO). 

 A data processor currently has no direct obligations under the DPA 

(but this is set to change under the new legislation).   

 The central theme of data protection is ensuring compliance with 

the data protection principles.  

 The data controller is required 

to pass on obligations to anyone 

processing data on its behalf. 

Agreements with data 

processors need to be in writing.   

 The definition of personal data 

under the DPA is very broad.  

This means that, for example, a 

simple list of clients on a computer is likely to constitute personal 

data for the purposes of the DPA. This requires careful consideration 

to be given to the data protection issues arising in respect of such 

data (and this will continue to be the case under the new legislation). 

The new EU legal framework is governed by the General Data Protection 

Regulation (GDPR). This is set to come into force in the UK from 25 May 

2018. 

There are many similarities between the GDPR and the existing DPA, 

however there are also some key changes. This document sets out the 

most important changes to the data protection landscape, together with 

some recommendations on how you can ensure your business is up to 

speed. 

KEY DEFINITIONS  

Personal data means data which relate to a living individual who can be identified – 

(a)  from those data, or 

(b)  from those data and other information which is in the possession of, or is 

likely to come into the possession of, the data controller, 

and includes any expression of opinion about the individual and any indication of the 

intentions of the data controller or any other person in respect of the individual. 

Data controller means a person who (either alone or jointly or in common with other 

persons) determines the purposes for which and the manner in which any personal 

data are, or are to be, processed. 

Data processor, in relation to personal data, means any person (other than an 

employee of the data controller) who processes the data on behalf of the data 

controller. 

Sensitive personal data is personal data relating to ethnicity, religion, political and 

trade union associations, sex life, criminal convictions or allegations, and health. 

 

Examples of what can constitute 

personal data:  

 Names 

 Addresses  

 Telephone numbers 

 Job titles 

 Dates of birth 
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 THE DATA PROTECTION PRINCIPLES  

Data controllers’ obligations under the DPA and the GDPR are all to do with 

ensuring that their processing of personal data is in accordance with the 

data protection principles.  

The principles under the GDPR remain broadly equivalent, with a couple of 

exceptions:  

 the GDPR does not have principles relating to individuals’ rights or 

overseas transfers of personal data (i.e. numbers 6 and 8). However, 

these principles have not been removed from the legislation, the 

relevant provisions are simply set out in different chapters of the 

regulation. 

 the GDPR contains a new ‘accountability’ principle, which is one of 

the most significant additions to the framework.  

The 8 data protection principles under the DPA are as follows: 

1. Personal data shall be processed fairly and lawfully and, in particular, shall not be 

processed unless – 

(a)  at least one of the conditions in Schedule 2 is met, and 

(b)  in the case of sensitive personal data, at least one of the conditions in 

Schedule 3 is also met. 

2. Personal data shall be obtained only for one or more specified and lawful 

purposes, and shall not be further processed in any manner incompatible with 

that purpose or those purposes. 

3. Personal data shall be adequate, relevant and not excessive in relation to the 

purpose or purposes for which they are processed. 

4. Personal data shall be accurate and, where necessary, kept up to date. 

5. Personal data processed for any purpose or purposes shall not be kept for longer 

than is necessary for that purpose or those purposes. 

6. Personal data shall be processed in accordance with the rights of data subjects 

under this Act. 

7. Appropriate technical and organisational measures shall be taken against 

unauthorised or unlawful processing of personal data and against accidental loss 

or destruction of, or damage to, personal data. 

8. Personal data shall not be transferred to a country or territory outside the 

European Economic Area unless that country or territory ensures an adequate 

level of protection for the rights and freedoms of data subjects in relation to the 

processing of personal data. 

 

Article 5(1) of the GDPR requires that personal data shall be:  

(a) processed lawfully, fairly and in a transparent manner in relation to the data subjects; 

(b) collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes; further processing for archiving 
purposes in the public interest, scientific or historical research purposes or statistical 
purposes shall not be considered to be incompatible with the initial purposes; 

(c) adequate, relevant and limited to what is necessary in relation to the purposes for 
which they are processed; 

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken 
to ensure that personal data that are inaccurate, having regard to the purposes for which 
they are processed, are erased or rectified without delay; 

(e) kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which the personal data are processed; personal data may 
be stored for longer periods insofar as the personal data will be processed solely for 
archiving purposes in the public interest, scientific or historical research purposes or 
statistical purposes subject to implementation of the appropriate technical and 
organisational measures required by the GDPR in order to safeguard the rights and 
freedoms of the data subject; 

(f) processed in a manner that ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental loss, 
destruction or damage, using appropriate technical or organisational measures. 
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 ACCOUNTABILITY  

 What is the new accountability principle? 

Under the DPA, the theme of data protection could be summed up as 

transparency – i.e. the principles ensure that data controllers’ make clear 

to individuals how and why they are processing personal data.  

The new accountability principle takes this one step further: you need to 

be able to show how you comply with the data protection principles.  

 What do you need to do?  

Ultimately the accountability principle is about good governance. It is 

appreciated that you can never prevent all data breaches, but you do need 

to ensure that you take proportionate measures to protect against the risk 

of such breaches.  

From a practical perspective it may be that how you collect and process 

information may not need to change significantly under the GDPR. 

However, it is likely that you will need to maintain much more detailed 

records of your processing than you may previously have done.  

 

 How else can I demonstrate compliance? 

There are a number of methods (some of which are mandatory) detailed 

in the legislation or ICO guidance which can assist. These include the 

following:  

 Implementing data protection by design and by default 

 Carrying out data protection impact assessments 

 Appointing a data protection officer 

 

 

 

Article 5(2) of the GDPR requires that the controller shall be responsible for, and be able 

to demonstrate compliance with, the data protection principles.  
Data processors must keep a record of the following information: 

 the name and details of the processing organisation (and each controller and, where 

applicable, the data protection officers) 

 the categories of processing carried out on behalf of the controller 

 where applicable, details of transfers of personal data to a third country or 

international organisation 

 where possible, a general description of your technical and organisational security 

methods 

Data controllers must keep a record of the following information:  

 the name and details of your organisation (and where applicable, of other controllers 

and your data protection officer) 

 the purposes of the processing 

 a description of the categories of data subjects and of personal data 

 the categories of recipient of personal data 

 where applicable, details of transfers of personal data to a third country or 

international organisation 

 where possible, the envisaged time limits for erasure of the different categories of 

data 

 where possible, a general description of your technical and organisational security 

methods 
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 What is data protection by design and by default?  

Under both the DPA and the GDPR you are required to implement technical 

and organisational measures to show that you have considered and 

integrated data protection into your processing activities. 

Data protection by design (also known as privacy by design) is simply an 

approach to projects that promotes privacy and data protection 

compliance at the outset. Often, these issues are considered as an 

afterthought – with the result that personal data may be obtained or 

requested which is not strictly needed by the organisation. 

One way of demonstrating compliance with the GDPR is to adopt internal 

policies and implement measures which show that you have designed your 

procedures to meet the principles of data protection by default. This could 

be as simple as ensuring that you only process the minimum amount of 

personal data necessary for each specific purpose of the processing.  

Other examples given in the legislation include pseudonymising personal 

data as soon as possible, and ensuring that only those employees who need 

to access the personal data can do so. 

 What are data protection impact assessments? 

In order to enhance compliance, it is advised that you carry out data 

protection impact assessments (and in some cases you are required to do 

so). The assessments are an integral part of the privacy by design approach. 

An assessment evaluates the origin, nature and severity of the risk of data 

protection breach. The outcome of the assessment should be taken into 

account when determining the appropriate measures to be taken to ensure 

that processing complies with the data protection principles.  

Where the assessment indicates a high risk that cannot be mitigated, then 

it may be difficult to prove such compliance, and you should consult with 

the ICO or relevant supervisory authority before proceeding. 

 Should I appoint a data protection officer? 

Under the GDPR, you must appoint a data protection officer in certain 

circumstances, however it is always open to you to appoint one. 

If you choose not to appoint a data protection officer, you should still 

ensure that you have sufficient staff and skills to discharge your obligations 

under the GDPR.  

 

A data protection impact assessment must be carried out when processing is likely to 

result in a high risk to the rights and freedoms of individuals, particularly when using 

new technologies.  

In particular, the GDPR highlights the following circumstances where an impact 

assessment must be undertaken:  

 systematic and extensive evaluation based on automated processing, including 

profiling, and on which decisions are based that produce legal effects on individuals  

 processing on a large scale of special categories of data, or personal data relating to 

criminal convictions and offences 

 systematic monitoring of a publicly accessible area on a large scale 

You must appoint a data protection officer if:  

 you are a public authority   

 you carry out regular and systematic monitoring of individuals on a large scale 

 you process special categories of data, or personal data relating to criminal 

convictions and offences, on a large scale 



 

7 | P a g e                                                                                                           MBM Commercial LLP © 2017 

 LAWFUL PROCESSING AND CONSENT 

 Lawful Processing 

For processing of personal data to be lawful, you must identify your legal 

basis for doing so. Under the DPA, this was referred to as the ‘conditions 

for processing’.  

As with the data principles themselves, the conditions for processing under 

the GDPR are broadly equivalent to those under the DPA.  

It is important that you keep a record of your legal basis for processing 

personal data.  

The legal basis for processing which is likely to be of most relevance to 

organisations is consent. The threshold for what is considered valid 

consent under the GDPR has been raised.  

 Consent 

The GDPR uses the terms ‘consent’ and ‘explicit consent’ apparently 

interchangeably. The important point to note is that consent must always 

be:  

 freely given; 

 specific;  

 informed; and  

 an unambiguous indication of the individual’s agreement to the 

processing of their personal data. 

Your request for consent must be clearly distinguishable from other 

matters you may be contacting the individual in connection with (i.e. 

unbundled). It must also be in an intelligible and easily accessible form, 

using clear and plain language. A request for consent which does not 

comply with these requirements will not be effective.  

The individual should have the right to withdraw their consent at any time 

(although this won’t affect the lawfulness of processing already carried 

out). It must be as easy to withdraw consent as it is to give it.  

Where you are relying on consent as your legal basis for processing, you 

must be able to show that the individual has in fact consented to such 

processing – so maintaining accurate records is key.  

In advance of the implementation of the GDPR you should review your 

current consent mechanisms to ensure that they meet the standards that 

will be required under the new legislation. You may require to obtain fresh 

consent from individuals or find an alternative legal basis for processing. If 

you are not able to do so, then you must simply cease processing the 

relevant personal data altogether. 

Processing is only lawful if one of the following applies:  

 the individual has given consent to the processing 

 processing is necessary for the performance of, or entry into, a contract with the 

individual 

 processing is necessary for compliance with a legal obligation  

 processing is necessary in order to protect the vital interests of individuals 

 processing is necessary for the performance of a task carried out in the public interest 

or in the exercise of official authority vested in the controller; 

 processing is necessary for the purposes of the legitimate interests pursued by the 

controller or by a third party, except where such interests are overridden by the 

interests or fundamental rights and freedoms of the individual which require protection 

of personal data, in particular where the data subject is a child. 
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 RIGHTS OF INDIVIDUALS 

The GDPR creates some new rights for individuals and strengthens some of 

the rights that currently exist under the GDPR.  

 The right of access 

Individuals’ continue to have the right to request access to their personal 

data. The information must be provided without undue delay and in any 

event within one month of receipt of the request (although this period can 

be extended if the request is complex).  

Such information must now be provided free of charge – you are no longer 

permitted to charge a £10 subject access fee. However, it is possible to 

charge a ‘reasonable’ fee where a request is manifestly unfounded or 

excessive (particularly where it is of a repetitive character).  

 The right to rectification 

Individuals’ have the right to have inaccurate personal data rectified 

without undue delay. They are also entitled to have incomplete personal 

data completed.  

 The right to be informed 

If you are collecting personal data, individuals’ have the right to be 

provided with certain information. This must be done in a concise, 

transparent, intelligible and easily accessible form. In addition, you must 

use clear and plain language.  
Individuals’ rights under the GDPR: 

1. The right of access 

2. The right to rectification 

3. The right to be informed 

4. The right to erasure 

5. The right to restrict processing 

6. The right to data portability 

7. The right to object 

8. Rights in relation to automated decision-making, including 

profiling. 

Information to be provided:  

 the identity and contact details of the controller  

 if applicable, the contact details of the controller’s representative 

and DPO 

 the purpose and legal basis of processing 

 the recipients, or categories of recipients, of the personal data (if 

any) 

 if applicable, the fact that the controller intends to transfer personal 

data to a third country and details of the appropriate safeguards 

 the period for which personal data will be stored (or the criteria to 

determine that period) 

 the existence of the individuals’ rights under the GDPR 

 where processing is based on consent, the right to withdraw consent 

at any time 

 the right to lodge a complaint with a supervisory body 

 whether the provision of personal data by the individual is a 

statutory or contractual requirement (or requirement to enter into a 

contract), and the possible consequences of failing to provide such data 

 the existence of automated decision-making if applicable, and the 

significance and envisaged consequences of such processing 
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 The right to erasure  

Under the DPA, the right to erasure (also known as the right to be 

forgotten) was limited to processing of personal data that is likely to cause, 

or is causing, damage or distress. 

This threshold is no longer present under the GDPR, although it is still the 

case that there is no absolute right to erasure.  

In some cases the right to erasure does not apply and you can refuse to 

carry out the request. For example, you do not need to comply with a 

request to the extent that processing of the personal data is necessary to 

exercise the right of freedom of expression, or to comply with a legal 

obligation. 

 The right to restrict processing 

Individuals’ right to restrict processing of their personal data is similar to 

their entitlement to block or suppress processing under the DPA. Again, 

there is no absolute entitlement to restrict processing. The various 

circumstances in which this right applies are closely tied to those detailed 

in the section above. 

 The right to data portability 

This right entitles individuals to receive their personal data in a structured, 

commonly used and machine-readable format.  

Essentially this right enables individuals’ who have consented to the 

processing of their personal data to have it transferred to a different 

organisation and/or reuse it for their own purposes.   

 The right to object  

Individuals have the right to object to the processing of their personal data:  

 where such processing is based on either the legitimate interest 

ground or on the basis that processing is necessary for the 

performance of a task in the public interest; 

 for direct marketing purposes; and 

 where such processing is for scientific or historical research 

purposes or statistical purposes.  

 Rights in relation to automated decision-making, including profiling 

The GDPR provides safeguards for individuals against the risk that a 

potentially damaging decision is taken without human intervention. These 

rights work in a similar way to those already in place under the DPA. 

 

  

The right to erasure applies where: 

 the personal data is no longer necessary in relation to the purposes 

for which it was collected or processed 

 the individual withdraws consent and there is no other legal ground 

for processing 

 the personal data has been unlawfully processed 

 the personal data has to be erased to comply with a legal obligation 

 the personal data has been collected in relation to the offer of 

services to children 
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 WIDER SCOPE 

The scope of the GDPR has increased the reach of the data protection 

framework in a number of ways:  

 it has wider territorial application;  

 it captures more data; and 

 it now applies to both data controllers and data processors. 

 Territorial Application  

The GDPR applies where processing of personal data is carried out “in the 

context of the activities of an establishment of either a data controller or a 

data processor in the EU.”  

Under the DPA, the relevant test referred only to the data controller. In 

addition, the GDPR effectively widens the definition of ‘establishment’ 

stating that it implies the effective and real exercise of activity through 

stable arrangements – the legal form of such arrangements is not to be a 

determining factor. 

Finally, the GDPR makes clear that if the data controller or data processor 

is not established in the EU, they will still be caught by the regulation if they 

are offering goods or services to EU citizens. 

This means that businesses operating internationally need to review their 

organisational structure and, if necessary, take action to ensure they are 

ready to comply with the new framework. In practice, more overseas 

organisations are likely to be caught by the GDPR. 

 Definition of Personal Data 

What constitutes personal data under the DPA was already widely 

interpreted, however the definition of personal data under the GDPR is 

even more expansive.  

The definition is more detailed, and this is intended to reflect changes in 

technology (and the way in which information is collected). For example, it 

makes clear that information such as an online identifier (e.g. an IP 

address) can be personal data.   

For most organisations, this change is unlikely to make a practical 

difference. The key point is that if you are in any doubt as to whether the 

information you hold is ‘personal data’ you should assume that it is, and 

comply with the data protection principles outlined in this note. 

 Data Processors 

Unlike the DPA, the GDPR applies to both data controllers and data 

processors. Data processors now have specific obligations under the 

legislation. For example, they must maintain records of personal data and 

processing activities. Data processors also have more liability if they are 

responsible for a data protection breach.  

Most suppliers will already have been assessing the risk of data protection 

breaches, in light of their contractual obligations with controllers. 

However, in practice it is likely that the risk profile for suppliers will shift as 

the legislation opens data processors up to the possibility of sanctions by 

the ICO, which previously they would not have been subject to. 

It is also important to be aware that if you are a data controller, the 

application of the GDPR to data processors does not relieve you of your 

obligation to ensure your contracts with data processors comply with the 

GDPR.   

‘personal data’ means any information relating to an identified or identifiable natural person; an 

identifiable natural person is one who can be identified, directly or indirectly, in particular by 

reference to an identifier such as a name, an identification number, location data, an online 

identifier or to one or more factors specific to the physical, physiological, genetic, mental, 

economic, cultural or social identity of that natural person; 
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 BREACH NOTIFICATION AND SANCTIONS 

 Breach Notification  

What is changing?  

Under the DPA, there is no absolute legal obligation on data controllers to 

report their own breach, although the ICO encourages ‘serious’ breaches 

to be reported.  

Under the GDPR, it is now mandatory to report data breaches to the 

relevant supervisory authority where the breach is likely to result in a risk 

to the rights and freedoms of individuals. Where such risk is high, the 

breach must also be communicated to the individuals concerned. 

The supervisory authority must be notified without undue delay, and in any 

event, not later than 72 hours after having become aware of the breach. 

Where applicable, individuals must be notified without undue delay. 

What breaches should be notified?  

Whether a breach must be reported will have to be assessed on a case by 

case basis. There is no set list of ‘reportable’ breaches, nor is there a 

definition of what is likely to be considered to result in a risk to the rights 

and freedoms of individuals.  

However, guidance from the ICO does indicate that a breach should be 

reported if, unaddressed, it is likely to have a significant detrimental effect 

on individuals. The examples given include damage to reputation, financial 

loss or loss of confidentiality. This means that the category or type of data 

involved is likely to be crucial – if the breach involves sensitive personal 

data it is much more likely to be reportable. 

There is no guidance as yet on what breaches will be considered likely to 

result in a ‘high risk’ to individuals – although presumably the threshold for 

notification to individuals will be greater.  

What do you need to do to prepare? 

It is important for organisations to ensure that they are prepared for 

breach reporting. Employees should be familiar with your organisation’s 

internal procedures to ensure that the tight timescale for reporting the 

breach is not missed. Failing to notify a breach when required to do so can 

result in a significant fine. 

 Sanctions  

What was the fining power under the DPA? 

The ICO already has the power to issue monetary penalties under the DPA.  

Currently, the amount of the monetary penalty must be set at a level to act 

as both a sanction and a deterrent, but cannot exceed £500,000. At 

present, this figure can only be levied against data controllers, although 

data processors may of course be liable to the data controller under the 

terms of their contractual arrangement. 

How is the fining power changing under the GDPR? 

This is set to change under the GDPR. The ICO may levy fines against both 

data controllers and data processors. A two-tiered sanction regime will 

apply:  

 Non-compliance with data protection obligations can attract a 

penalty of up to EUR 10,000,000 or 2% of total worldwide annual 

turnover (whichever is the higher); and 
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 Infringement of more serious provisions can result in a penalty of up 

to EUR 20,000,000 or 4% of total worldwide annual turnover (again, 

whichever is the higher). 

 

 CROSS-BORDER TRANSFERS AND BREXIT 

 Cross-Border 

What restrictions now apply to transfers of personal data outside the EU? 

As mentioned previously, there is no longer a distinct data protection 

principle in respect of transfers of personal data outwith the EU. However, 

this nevertheless remains an important restriction under the GDPR. 

The GDPR, as was the case under the DPA, restricts transfer outwith the EU 

unless the relevant territory or organisation ensures an adequate level of 

protection for individuals’ rights and freedoms. The relevant provisions are 

now contained in Chapter V of the GDPR. 

One important limitation which was not present in the DPA is that the 

GDPR restricts your ability to transfer personal data outwith the EU where 

this is based only on your own assessment of the adequacy of the 

protection afforded to personal data.  

In practice, this may not make much difference as we would normally 

advise against organisations relying on their own assessment as a ground 

for transferring personal data. However, once the GDPR is in place it will 

become even more important for organisations to ensure that any data 

transferred outwith the EU is subject to appropriate safeguards. 

Who has authority if my business is operating across borders?  

If you are operating in more than one member state, then the ‘lead 

supervisory authority’ will be the authority that regulates your main 

establishment (or single establishment).  

However, it is important to note that there is no ‘one-stop-shop’ principle 

under the GDPR. The lead supervisory authority must cooperate with other 

supervisory authorities. In addition, an individual may lodge a complaint 

with the supervisory authority in their state of residence, place of work or 

place of the alleged infringement.  

It is important to understand which supervisory authority you may be 

required to deal with, and be aware that guidelines may vary between 

different authorities.  

 Brexit 

The GDPR is set to come into force in the UK from the 25 May 2018. 

The impact of Brexit obviously casts some uncertainty on legislation which 

is in a transitional phase. However, the general consensus in the area of 

data protection is that it would be impractical for the UK to have much 

divergence (as it would be disadvantageous for UK businesses to have a 

higher hurdle to overcome in order to transfer data within the EU).   

In addition, organisations operating internationally will still have to comply 

with the GDPR once it is in force in the rest of the EU.  

For these reasons, the GDPR is likely to be implemented in the UK as 

planned, or implemented with minimal changes. 

Infringements of the GDPR which can attract the highest level of fines include:  

 breach of the basic principles for processing, including conditions for consent 

 breach of any of the data subjects’ rights  

 non-compliance with the provisions on transfers of personal data to third countries 

or international organisations  

 


